MyHruumnansHoe 610/pkeTHOE A0LKONBHOE 00pa3soBaTeIbHOE yUpekaeHune
AeTckuit can obuiepaspuBaouiero suga Ne 12 (Mb IOV Ne 12)
yi1. Kuesckas 86, renedon 6-65-03

[IPUKA3 Ne7 5

oT A0 2022 r. r. baraiick

«O NpHHSATHH I0NOIHUTENBHBIX MEP aHTUTEPPOPHCTHYECKOH,
nHpopmauuoHHOi  GezonacHoctn B MB JIOY Nel2y

B coorBerctBumn ¢ Ykaszamu [lpesunenrta Poccuiickoii ®enepaunn Ne756 , No757 ot 19 okta6ps
2022 rona , BO ucIONHEHHE npuka3oB MunoGpasosanus Poctosekoit o6macti Nel016 ot 13.10.2022
Nel041 ot 20.10.2022, Nel044 ot 20.10.2022, B uensiX NPHHATHS AOTOTHHTEIbHBIX Mep
AHTUTEPPOPHUCTHYECKOH  3AIUMILEHHOCTH  O0BEKTOB  OOpa3oBAHMS,  [OBBILICHUS YPOBHS
HH(pOPMaLMOHHOH Ge30nmacHoCTH v BO ucnonHenne Ilpukasza Vnpaenenus OGpaszopanusi « O
MPUHATHH JIONOJIHMTEIBHBIX MEP aHTHTEPPOPHCTHUECKOH, MHOOPMALMOHHO OesonacHoCTH B
oOpasoBaTenbHbIX Opranu3auuax» Ne786 ot 21.10.2022 r.

ITPUKA3BIBAIO:

I. Obecneunth CcTporoe CcoGmIOACHHE MPOMYCKHOTO PEKHMA, €KEIHEBHO OCYLLECTBJIATh
MPOBEPKY ~ COCTOAHMA (PU3MYECKOH OXpaHbl ( HCIHOJHEHHE OXPAHHHKAMH JIOJKHOCTHBIX
00s3aHHOCTEH),  paloTOCNOCOOHOCTH — KHOTMKHM — TPEBOKHOW  CHCHAM3ALMH,  OOECIeuHTSH
0C30MacHOCT  MOMEUIEHHH M TeppHTOpPHH  0OPA30BATENBHON OpraHu3aLMH (obecneuenune
AHTHTEPPOPUCTHYCCKOM, MPOTHBOMOXKAPHOH — GesomacHocTH, (U3MYECKOH  OXpaHbl  31aHM,
pabotocniocobnoctn  KTC, AIIC, CKYJl, cucTeM BHICOHAGMIOACHHUS, MEeTallIoucKarTese,
HCJIOCTHOCTH OrpaaeHHs, 3aKPbITHA BOPOT, KJIHTOK, BEACHHE IOKYMEHTALUHU [0 aHTUTEPPOPY):
OtBeTcTBEeHHbIN: 3aMecTHTEb 3aBeaytomtero no AXY Menbuukosa T.B.
2. IlocrosiHHO ocywecTBaAATh MpoBepky Tepputopun JIOY Ha npeamer oOHapyKeHUs: OeCX03HBIX
BELLIEH, B3PbIBUATBIX BEILIECTB.
OTBETCTBEHHbIE: CTOPO’KA, 3aAMECTUTEb 3aBeyomiero no AXY.
3. OGecneyuTh PEryasipHyIO MPOBEPKY MHCEM, COOOLICHHH B JICKTPOHHOH M0OYTE, AEXKYPCTBO
COTPYAHMKOB Ha TenedoHax.
OtBeTcTBeHHBIH: nenonpoussoanTeas Asuiosa JI.B.
4. IlposectH ¢ COTPYAHMKAMHM [ONOJHHTE/IbHBIE HMHCTPYKTaXH O JeHCTBHSX B cilydac
AHTHTEPPOPHCTHYECKOH Yrpo3bl;
OtercTBeHHbli: MensHukoBa T.B.
5. B3aTh 1oz 0cOOBIH KOHTPOMb CEMbH, HAXOMAIINECS B TPYAHOH KH3HCHHOH CHTYallHH, B TOM
qHCIie B COUMANBHO-OMIACHOM T0JIOKEHHH, OPraHH30BaB WX PEryIAPHOE MOCCLICHHE, HArHOCTHKY
BO3MOKHBIX PHCKOB;
- OpraHHM30BaTh MPOBEACHHE POAMTENbCKHX BCeoOyuel (cobpaHmii), MOCBAIIEHHBIX BOMpocam
(popMHpOBaHUA OTBETCTBEHHOTO POAUTENLCTBA, OGecreueH s Ge30MaCHOCTH KH3HEACATEIbHOCTH
JCTCH;
OTBETCTBEHHbIN: 3aMECTHTENb 3aBEAYIONICTO M0 BocnuTaTenbHOM padote Kocauesa A.A.
6. Asunosoii JL.B., nenonpoussoautento: 006ecrneunTbh BBINONHEHHE CHCAYIOWMX Mep MO
MOBBIILICHUIO YPOBHA HHOOPMALIMOHHOM GE30MaCHOCTH:
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-perynspHoe  oOHOBeHHEe 0a3 AHTHBMPYCHBIX CPEICTB 3alIMTBI A0 AaKTYalbHBIX  BEpCHii,
HCKIIFOYCHHE HCNOb30BAHUS CPEICTB AHTHBMPYCHOM 3allMThl WHOCTPAHHOTO | MPOM3BOACTBA,
HHOCTPAHHBIX LH(POBBIX PELICHHH W IIPOrpaMM JUIsi OPraHU3allii BUACOKOH(EPEHLHIT, B TOM Ynciie
Zoom, Zello, Webex, Discord, Microsoft Teams, Skype, Google Meet, npuobperenus HHOCTPAHHOTO
POrpaMMHOro obecreyeH s Mpu HATMYHH OTEYECTBEHHBIX aHAJIOTOB;

-MaKCHMaJIbHOE OrpaHHYCHHE HCII0IBb30BAHUSA HHOCTPAHHbIX CETEBBIX; cepBHCOB API, 3arpyxkaeMbix
BHIKETOB M APYTHX;

-HCKJTIOYCHHE HCMOIb30BAHHS HHOCTPAHHBIX O0MAYHBIX CHCTEM H ITOYTOBBIX CEPBEPOB;

-o0ecredTh PeryispHyio CMeHy NapoJiei, HCTONb30BaHHE HCKIIOUHTETBHO CIIOKHBIX MapOJIeH, He
MeHee 12 3HakoB (¢ unmppamu, GykBamMH, BEPXHHM M HMKHHM DPErHCTPOM), OCOGbIH KOHTPOIb
3ALUMTDI YIQJICHHBIX M10J1b30BATE/ICH, 0COOCHHO aAMHHUCTPATOPOB: HCITOIBb30BaHUE ABYX(HaKTOPHOI
AYTeHTH(QHKALMK, YCHIEHHE 3allMThl BCEX HCIOJIb3YeMbIX MPOTOKOJIOB YAAICHHOrO J0CTyna,
Briaouas RDP, VNC, TELNET, SSH;

-00ecrneynTh KOHTPOJb 3a CBOGBPEMCHHBIM Y/IAICHHEM AKKAYHTOB YBOJCHHBIX COTPYAHHUKOB,
pery/isipHbli ayauT HHPOPMALKH, Pa3MEILICHHON B COUMAJILHBIX CETSX M Ha caiiTax, KakK JHYHOM, TaK
W MHGOPMALHK OPraHU3ALMK HA MPEIMET HATHYMS HEAOCTOBEPHBIX AAHHBIX KOMIIPOMETHPYIOLIErO
XapakTepa, peryJsipHoe pe3epBHPOBaHHE JaHHBIX W KOH(GUTrypaumii 11s obecrneyeHns BO3MOKHOCTH
OINEepPaTHBHOTO BOCCTAHOBJICHHS;

- 00ecrnevuTh XpaHEHHE PE3EPBHBIX KOMHIl MCKIOYHTEILHO B W30JIMPOBAHHON, HEJIOCTYITHOH M3
ceth 'MIHTepHeT”, cpele, B TOM HYHCIE Ha CHEMHBIX HOCHTENSX, COXPAHEHHE HA JIOKATbHBIX
pecypceax MCroJb3yeMblX MPOrpaMMHBIX MOJIyJieH, OMOIMOTEK M HHBIX PECYPCOB, PACIIONOKCHHbBIX B
MHOCTPAHHbIX PEMO3ZUTOPHSAX;

-HCKIIIOYCHHE BO3MOKHOCTH JOCTYNa WM Hepeaayn KOHGMACHUMaIbHOH HH()OPMALMH TpeThHM
JMuam, B TOM 4Hcie nepeiady KOH(GUACHUHATbHOH MHOOPMALMKM MO OTKPHITHIM KaHAjaM CBSI3H,
BKJIK0Yas JICKTPOHHYIO MOYTY;

- OpraHu30BaTh MPOBECHHUE AyANTa NPaBHI GE30MaCHOCTH, MAKCHMAJIbHOE OrPaHHYEHHE 10CTYIA B
cetb "MHTepHeT" M M3 Hee, paccMOTpPETh BapHAHT AOMOJHUTEIBHOH YCTAHOBKH OTEYECTBEHHBIX
MEKCETEBbLIX IKPAHOB /ISl MOBBILICHHS J1ICJIOHUPOBAHHOM 3alIMThI s

-3aKPBITh JOCTYI JUISt TPOTPaMMHOr0 o0ecnevyeHHss HHOCTPAHHOTO MPOM3BOACTBA M3 BAILEH CETH K
cepepaM 0OHOBIICHHH M JINLICH3UPOBAHHS;

-OCYIIECTBHTL BHCAPCHHME CErMEHTALUMM W MHUKPOCErMEHTALUMM Ul TPaHYJISsPHOrO; KOHTPOJIS
Tpaduka, MpekKIe BCEro OrpaHMuYeHHe JOCTYNA, B TOM HHC/E /IS BHYTPEHHHX: MOJb30BaTeNeH, K
nHppacTpykTypHsim cepBicam: AD, SCCM, DNS u 1.1.

-lPOBECTH CKAHHPOBAaHHE MH(PPACTPYKTYPbl HAd HATHYME OTKPHITHIX, HEJAETHTUMHBIX H YA3BHMbIX
CEPBHCOB

2. Cosnare paouyio rpynmy mo MpoBepke aHTUTEPPOPUCTHUECKOH 3aumiienHoctd JIOY B
CJICIYIOILEM COCTaBe:

Yaiikosckas E.B.- pykoBoauTess

Mesnbuukosa T.B.

Asniosa JI.B.

[Imbirnuna H.A.

4. KOHTpO/b UCTIOHEHHUS HACTOSIIErO npn a3 ABJISIO 32 coboil.

3agenytowmit MB JIOY Nel2 E.B. HaiikoBckas

Cn PHUKa30M O3HAKOMJICHbI:
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