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PETJIAMEHT
OpraHM3anuu aHTUBUPYCHOH 3amuTsl B MB IOY Nel2

l. O0uue nonoxenunst

[enbro co3maHusi CUCTEMbl AHTUBUPYCHOM 3allMTHI SIBISAETCS OOECIeUCHUE
3alMIIEHHOCTH MH(OPMAIIMOHHO-KOMMYHUKaIMOHHOM cuctemsl (nanee MKC) ot
BO3JICUCTBUS Pa3IUYHOTO pona BPEJIOHOCHBIX nporpaMmm u
HECAaHKIMOHUPOBAHHBIX MAaCCOBBIX IMOYTOBBIX PACCBUIOK, MPEAOTBPAILCHUS HX
BHEJIpEHUS B MH(OPMAIUOHHBIE CHUCTEMBbI, BBIABICHHUS W OE30MACHOTO yAaJeHUs
U3 CUCTEM B Ciydyae MOMNajJaHus, a TakkKe (PUIbTpalMu JOCTYIa MoJib3oBaTene
MyHuIUmaabHOro OrKETHOTO J[OMIKOIBHOTO 00pa30BaTEIbHOTO YUPEKIACHUS
nerckuit cam Nel2 (manee «YupexaeHuwe») K HENPOAYKTUBHBIM HWHTepHeT-
pecypcam U KOHTPOJIS UX DJIEKTPOHHOMN MEePEIUCKH.

OcHoBoIOIararoONMMHU TPEOOBAHUSAMHU K CHUCTEME aHTUBHPYCHOMW 3aIllUThHI
«YUpexaeHus» SBISIIOTCS: - PEIICHHE 3aJlaud aHTUBUPYCHOW 3aIUThI JIOJHKHO
OCYHIECTBIISIThCS B oO0memM Buge. CpeacTBO 3alllMThl HE JOJDKHO OKa3bIBaTh
NPOTUBOACHCTBUE TOJBKO KOHKPETHOMY BHUPYCY WJIM TpYIIE BUPYCOB,
POTUBOACHCTBUE TOJKHO OKAa3bIBATHCS B MPEATOJIOKEHUSX, YTO BUPYC MOXKET
OBITh 3aHECEH Ha KOMIIBIOTEp M O BHpyce (0 €ero CTpykType (B 4YaCTHOCTH,
CUTHATYpE) U BO3MOXKHBIX JIEUCTBUSIX) HUYETO HEM3BECTHO; - pEIICHUE 3aJauu
AHTUBUPYCHOM 3aIIIUTHI IOJKHO OCYIIECTBIISITHCS B PEAIbHOM BPEMEHHU.

MepornpusiTusi, HamnpaBiICHHBIE Ha pEIICHHE 3a7ad 10 AHTHUBHUPYCHOM
3allldTe: - YCTAHOBKA TOJIBKO JIMIIEH3UPOBAHHOTO MPOrPaMMHOTO oOecreueHus
100 OecCIUIaTHOTO AHTUBUPYCHOT'O IMPOTPAMMHOIO OOCCIEUYEHUS;, - PETYJISIpHOE
OOHOBJICHHE U €XKCHEIENbHbIC MPOPUIAKTUYECKUE MPOBEPKU; - HETMPEPHIBHBIN
KOHTpPOJIb HaJ BCEMH BO3MOXKHBIMU IYTSIMU IPOHUKHOBEHHUS BPEIOHOCHBIX
mporpaMM, MOHUTOPUHT aHTHUBUPYCHOW Oe3omacHOCTH W OOHapy>KeHHe
JNECTPYKTUBHOW aKTUBHOCTU BPEJOHOCHBIX IporpamMm Ha Bcex oObekTax UKC; -
€KEIHEBHbIM aHAIU3, PAH)XUPOBAHUE U MPEAOTBPAILICHUE YIPO3 PACIPOCTPAHEHUS
U BO3JCUCTBUS BPEAOHOCHBIX MPOrpaMM IIYTEM BBISIBICHUS YSA3BUMOCTEH
ucnonszyemoro B UKC onepanimoHHOTO mporpaMMHOI0 00€CIIEYEHUsI U CETEBBIX
YCTPOWCTB M yCTpaHEHUS OOHAPYKEHHBIX Je(EKTOB B COOTBETCTBUU C JAHHBIMHU
MOCTAaBIIMKA MPOTPAMMHOT0 OOECneYeHus | JAPYruxX CHeHUaIu3UpOBAHHBIX
AKCHEPTHBIX AHTUBUPYCHBIX CIYyXO0; - TMpOBEACHUE MPOPUIAKTUYECKUX
MEpPONPUATUN MO0 TMPEAOTBPAIICHUI0O U OrPAaHUYCHUIO BUPYCHBIX JMUIAECMUIA,
BKJIIOYAIOIIUX 3arpy3Ky U pa3BepThIBAaHUE CIECLMAIbHBIX MPAaBUJ HEUTpaIu3aluu
(oTpaxkeHH10, M3OISLUMM W JIMKBUAAIMU) BPEJOHOCHBIX MPOrpaMM Ha OCHOBE



pPEKOMEHAIUI M0 KOHTPOJIO aTak, MOJATOTAaBIMBAEMBIX Pa3padOTIYUKOM CPEIICTB
3alIATBI  OT BPEJOHOCHBIX TMIPOTpaMM ¥ JPYTUMHU  CHCIHAT3UPOBAHHBIMHA
OKCIIEPTHBIMU aHTUBHPYCHBIMH CITY)KOaMH JI0 TOTO, KaK OyAyT BBITYIICHBI (aiiiibl
WCITPABJICHHH, MPU3HAKOB ¥ aHTHUBUPYCHBIX CUTHATYP; - MPOBEICHUE PETYISAPHBIX
MPOBEPOK IEJTOCTHOCTH KPUTHYECKH BAKHBIX TPOTPAMM W JaHHBIX. - HAJTUYHC
JTUITHEX (PaiJIoB U CJIeI0B HECAHKITMOHUPOBAHHOTO BHECCHHSI M3MCHEHHH JOJKHO
OBITh 3apETUCTPUPOBAHO B JKypPHAJIE W PaCCICIOBAHO: BHEIIHHUE HOCHUTEITU
nH(OpPMAITM HEU3BECTHOTO IMPOMCXOXKIACHHS CIICIYyeT IMPOBEPSATh HA HAJUYHC
BUPYCOB JI0O WX HWCIOJb30BAaHUSA, - HEOOXOAUMO CTPOTO MPHUACPKUBATHCS
YCTAaHOBJICHHBIX  TPOIEAYP IO YBEJOMIICHHIO O CiIy4yasx [OpaKCHUs
aBTOMATU3WPOBAaHHOW WH(OPMAITMOHHOW CpEJIbl KOMITBIOTCPHBIMA BUPYCAMH M
NPUHITHIO MEP M0 JUKBUIAIMK IMOCICACTBHA OT MX MPOHUKHOBEHUS; - CICAYyeT
UMETh IJIaHbl obecrieueHus: Oecriepe0oitHoi paboThl «YUpekaeHUs» I ClIy4acB
BUPYCHOTO 3apakCHHs, B TOM 4YHUCJIEC IUTAHBI PE3CPBHOTO KOMHMPOBAHHS BCEX
HEOOXOUMBIX JIAHHBIX W MPOTPAaMM U MX BOCCTAHOBJICHHUS. DTH MEPbI OCOOCHHO
BaXXHBI JUISI CETEBBIX (DAaWJIOBBIX CEPBEPOB, TOJJICPKUBAIOIIMX OOJBIIOE
KOJIMYECTBO pabOUYnX CTaHIIUH.

Il. TexnHonornyeckue MHCTPYKUHH
2.1. B IOV pykoBoautensm «YupexIeHUs» HazHAYaeTCs JIUI0, OTBETCTBEHHOE
32 aHTUBUPYCHYIO 3alTUTY.
22.B  «YupexaeHUW» MOXKET HCIOIb30BATHCA  TOJBKO  JIUIEH3UOHHOE
AHTUBUPYCHOE IMpOrpaMMHOE oOeclieueHrne JTuO0 CBOOOIHO-PACTIPOCTPAHIEMOE
IporpaMMHOe oOecrieueHue.
2.3. O0s3aTeNbHOMY aHTHBHUPYCHOMY KOHTPOJIIO IOJJICKHUT JIFoOass nHpopMarms
(TexctoBbie (aitnpl MOOBIX (GopmaToB, (ailibl JaHHBIX, HCIOJIHSIEMBbIC (HaiIbl,
TIOYTOBBIC COOOIICHHUS), noJjrygaemast u nepenaBaemast o
TEJIEKOMMYHHUKAIIMOHHBIM KaHaJaM CBA3H, a TaKxke WHGOpMaIls, HaXoasascsa Ha
ceeMHBIX HocuTelsix (CDROM, DVD, flash-nakormurensax u T1.11.).
2.4. KoHTpOITH UCXOOSIIEN nHpopMauu HEOOXOIHUMO MPOBOJUTH
HEIMOCPEJICTBEHHO TIEpe/l apXHUBUPOBAHUEM W OTIPABKOM (3aIUCHI0O HA CHEMHBIN
HOCHUTEJIb).
2.5. @aiinpl, mMoMeniaeMble B SJEKTPOHHBIA apXuB, JOKHBI B 00S3aTEIHHOM
MOPSJIKE TPOXOAUTH AHTUBUPYCHBIN KOHTPOJIb.

I11. TpeGoBaHus kK NpoBeAeHUIO MEPONIPUATHI 10 AHTUBUPYCHOM 3alIUTe
3.1. B Hauane paboTel TpHW 3arpy3ke KOMITBIOTEPA B aBTOMATHYECKOM PEKHUME
JIOJI’KHO BBITIOJTHSTHCSI OOHOBJICHHE aHTUBUPYCHBIX 0a3 M CEPBEPOB.

3.2. Ilepunonnueckne MPOBEPKH AIEKTPOHHBIX aPXHWBOB JOJKHBI TPOBOJAUTHCS HE
peke OJHOTO pas3a B HEMEII0, JaHHBIC, PACTIOIOKCHHBIE Ha pa00YMX CTaHIUSX
MOJIB30BaTEIICH - €KETHEBHO, B HOYHOE BPEMS 110 PACTIICAHHUIO.



3.3.BHeouepeiHOl  aHTUBUPYCHBI  KOHTpPOJIb BCEX JAUCKOB U  (pailyioB
MEPCOHAIILHOT O KOMITBIOTEPA JOJIKEH BBIIOJHATHCS
3.4.HemocpeacTBEHHO ~ MOCJE€  YCTAHOBKM  (M3MEHEHHsS]))  MPOTPAaMMHOTO
oOecreyeHus: KOMIIbIOTEpa JOJIKHA ObITh BBIOJIHEHA aHTUBUPYCHASI MPOBEPKa Ha
CepBepax U NEPCOHATBHBIX KOMIIBIOTEPAX « Y UPEXKICHUS.
3.5.1lpy BO3HMKHOBEHMM TMOFO3PEHHUS Ha HAJIUYUE KOMIIBIOTEPHOIO BHpyca
(nerunuuHas paboTa nmporpamm, MosBICHUE ITpaUuecKuX U 3ByKOBBIX 3P (HEKTOB,
UCKOKEHUW NaHHBIX, OpornajgaHue (ailyioB, yacTtoe NOSBIEHUE COOOLIEHUN O
CHCTEMHBIX OIMMOKaX M T.I1.).
3.6.Ilpu ormpaBke M MOJYYEHHUU DJIEKTPOHHOM MOUTHI OMEPATOP IJIEKTPOHHOM
NoYThl 00s3aH MPOBEPUTH DBJIEKTPOHHBIE MUCbMAa M WX BIIOKEHUS HA Halu4ue
BUPYCOB.
3.7.B ciyyae oOHapyXeHHs 3apa’K€HHBbIX BUpycamH (HailjioB MIIM SJIEKTPOHHBIX
MUCEM T0JIb30BaTeNn 00sI3aHbI:
- [IproctaHoBUTH paboTy.
- HemennenHo moctaBUTh B U3BECTHOCTb O (hakTe OOHAPY>KEHHUs 3apaKeHHBIX
BUpPYCOM (ailliIoB OTBETCTBEHHOTO 3a oOOecrneueHue aHTHUBUPYCHOM 3aliuThl (B
CJIy4ae ero OTCYTCTBHUSI — PYKOBOJUTEINIO) «Y UPEKICHUS».
- COoBMECTHO C BJaJENbLIEM 3apa)XCHHBIX BUPYCOM (aillioB mMpoBecTH aHaIIU3
HEOOXOJMMOCTH JalbHEHIIIEr0o WX HCIONb30BaHUA. - [IpoBecTu nedeHue uiIu
YHUUTOKEHHUE 3apaKCHHBIX (haiiiioB.

IV. OTBeTcTBEHHOCTH
4.1. OTBETCTBEHHOCTh 3a OpPraHU3allMi0 AHTHUBUPYCHOM 3alllUTHI BO3JIaraeTcsi Ha
PYKOBOAMTENS «YUPEXKICHUS» UIH JIUI0, UM Ha3HAYEHHOE.
4.2. OTBETCTBEHHOCTD 32 MPOBEJCHUE MEPONPUSITUN aHTUBHUPYCHOTO KOHTPOJS B
«YUpexxJIeHnn» BO3JIaraeTcs Ha OTBETCTBEHHOTO 3a 00eCleYeHUE AHTUBHPYCHOMU
3aIMThl, COOMOeHNe TpeOoBaHWi HacTosmedn WMHCTpykiuu mpu pabore Ha
IIEPCOHAJIBHBIX PAa0OYMX CTAHLUMAX BO3JIAraeTCs Ha I0JIB30BATENIEH JAHHBIX
CTaHLIM{ WM MeAarora, OTBEYAIOIIEro 3a padoTy KOMIIbIOTEPHOTO KJlacca.
4.3.1leppoguueckuidi  KOHTPOJIb ~ COCTOSIHMSI ~ AQHTUBUPYCHOM  3alllUTBl B
«YupexaeHun» Mo BOIpOcaM perjaMeHTaluHu AO0CTyNna K HHPOpMAallH B CETH
WuTepHet nBa pasa B roj (HosiOpb, anpens) U puxkcupyercs B XKypHaie MpoBepoK
AHTUBUPYCHOM 3aLIUTHI B «Y UPEIKICHUN.



